Abstract. This paper shows that nonperfect secret sharing schemes (NSS) have matroid structures and presents a direct link between the secret sharing matroids and entropy for both perfect and nonperfect schemes. We de ne natural classes of NSS and derive a lower bound of jVij for those classes. \Ideal" nonperfect schemes are de ned based on this lower bound. We prove that every such ideal secret sharing scheme has a matroid structure. The rank function of the matroid is given by the entropy divided by some constant. It satis es a simple equation which represents the access level of each subset of participants.
Introduction
Secret sharing schemes are de ned by using entropy such as follows. The inputs to a secret sharing scheme are a secret S and a random number R. The outputs of the scheme are V 1 through V n , which are called shares. Each V i is given to a party P i . We assume that S and R are uniformly distributed. Then, V i becomes a random variable with a certain distribution. We denote the entropy as H(V i ).
In a \perfect" secret sharing scheme, any subset of parties is an access set or a non-access set. If A is an access set, A can recover S. The conditional entropy is that H(SjA) = 0. If B is a non-access set, B has absolutely no information on S. That is, H(SjB) = H(S), which equals the bit length of S (denoted by jSj) because S is assumed to be uniformly distributed. No subset is allowed in between.
Many researchers have investigated perfect secret sharing schemes extensively so far 1] 16]. Let's review the history of perfect secret sharing schemes. An access structure ? is de ned as the family of all access sets.
1. First, (k; n) threshold schemes were proposed by Shamir and We call a scheme ideal if jV i j = jSj. Brickell and Davenport showed that every ideal perfect scheme has a matroid structure by using a combinatorial argument 5]. Matroids play a central role in many combinatorial problems 17]. Many subjects can be more clearly understood by using the matroids. No relation is known between the entropy and the secret sharing matroids.
The size of V i should be as small as possible. As we saw, in any perfect scheme, jV i j jSj. Therefore, if jV i j < jSj, the scheme must be \nonperfect".
A nonperfect scheme consists of not only access sets and non-access sets but also semi-access sets. If C is a semi-access set, C has some information on S but can not recover S. H(SjC) takes a value between 0 and jSj. (d; k; n) ramp schemes shown by Blakley and Meadows which are an extension of (k; n) threshold schemes, are such an example 16]. However, only a little e ort has been paid for nonperfect schemes.
Let ? 1 denote the family of access sets, ? 2 denote the family of semi-access sets and ? 3 denote that of non-access sets.
In 18], we showed the following results. In this paper, we will show that nonperfect schemes also have matroid structures. We will also present a direct connection between the secret sharing matroids and the entropy for both perfect and nonperfect schemes.
We de ne natural classes of NSS and derive a lower bound of jV i j for those classes. \Ideal" nonperfect schemes are de ned based on this lower bound. We prove that every such ideal nonperfect secret sharing scheme has a matroid structure. The rank function of the matroid is given by the entropy divided by some constant. It satis es a simple equation which represents the access level of each subset of the participants in the NSS. 
Overview

Background
The background of our problem is summarized as follows. In a perfect scheme, it is known that jV i j jSj 6] 
De ne^ (A) as^
Then, from eq. (1), we obtain that
We will prove that, in an ideal PSS,^ (A) so de ned is the rank function of a matroid. Note that eq. (2) gives a direct connection between the secret sharing matroid and the entropy. This is an answer to our problem 1.
Also note that eq.(3) depends only on ?, not on each scheme. Thus, this is an answer to our problem 2.
It will be proved that our^ satis es the conditions (R0) (R3) of Proposition 9. The proof will be given in Section 6 in a more general form. We will prove that in an ideal nonperfect scheme,^ (A) so de ned is the rank function of a matroid. This is an answer for our problem 3 if \ideal nonperfect" is de ned. However, we have not yet de ned \ideal nonperfect". In Section 5, we will give a de nition of \ideal nonperfect". ](A n C) j ? i (j > i) :
Proof.
(1) First we assume that B = (A n C). 
Mixed Access Hierarchy
Now, we will de ne a slight variation of De nition 10. ](A n C) j ? i (j > i) :
The proof is similar to Theorem 14.
Ideal NSS and Matroid
In this section, we will show that each ideal nonperfect SS (in the sense of De nition 17) has a matroid structure. The rank function of the matroid is given by the entropy divided by some constant. It satis es a simple equation which represents the access level of the subset. This property also holds for ideal perfect SSs. 4 = 0 if X = H(X) (d=jSj) otherwise :
We will prove that^ is the desired rank function. We have to show that^ satis es (R0) (R3) of Proposition 9 and (N1), (N2) of Theorem 19. The proof of (R0) will be given in the next subsection.
Lemma 20.^ satis es (R0) (R3), (N1) and (N2). 
Proof. We will prove by induction on k. When k = d, (4) holds from Lemma 25. Suppose that (4) holds for k i + 1. Let A be a minimal set such that A 2^ i ; H(A) 6 = (jSj=d) integer: (1) It is easy to see that the above scheme satis es the desired condition. u t
Remark. Let E 4 = fx 1 ; x 2 ; ; x n g, where x i is a random variable. It is known that (E; H) is a polymatroid 20]. The rank function of a polymatroid takes a value in nonnegative real numbers. It doesn't have to be integer valued, while the rank function of a matroid must be integer valued. Generally, H(X) is not integer valued. Our contribution is to show that H(S) is integer valued in ideal secret sharing schemes (for both perfect and nonperfect.) 7 
Summary
This paper has shown that nonperfect secret sharing schemes (NSS) have matroid structures and has presented a direct link between the secret sharing matroids and entropy for both perfect and nonperfect schemes. We have de ned natural classes of NSS and have derived a lower bound of jV i j for those classes. \Ideal" nonperfect schemes are de ned based on this lower bound. We have proved that every such ideal secret sharing scheme has a matroid structure. The rank function of the matroid has been given by the entropy divided by some constant. It satis es a simple equation which represents the access level of each subset of participants.
